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Abstract—While microarchitectural data sampling (MDS) vul-
nerabilities have been extensively studied on Intel CPUs, their
exploitability and impact on AMD CPUs remain unexplored.

In this work, we revisit Transient Scheduler Attacks (TSA)
on AMD CPUs. We systematically analyze TSA to build a
novel Microarchitectural Data Sampling (MDS) style exploita-
tion technique that leaks data from internal microarchitec-
tural buffers. Then, we leverage Instruction Based Sampling
(IBS), an overlooked AMD performance monitoring feature, to
reverse-engineer privileged CPU instructions, exposing critical
design flaws in existing TSA mitigations. We combine the above
observations to develop the SKYFALL attack, which exploits
these flaws and successfully bypasses physical address space
isolation boundaries on AMD CPUs. Specifically, we show that
SKYFALL can be used for three high-impact attacks: (1) leaking
arbitrary register state from Confidential VMs, (2) capturing
data in-transit on the proprietary HyperTransport interconnect
to extract encrypted microcode patches, and (3) leaking data
residing in protected System Management Mode RAM.

We responsibly disclosed our findings to AMD, prompting
the release of new microcode updates. We hope our methodol-
ogy and test vectors will help secure future CPU architectures
against transient execution attacks.

1. Introduction

Over the past decade, particularly since the discovery
of transient execution vulnerabilities like Meltdown and
Spectre, there has been a growing effort to identify security
flaws in complex superscalar CPUs that expose user data to
adversaries [1]1, [2], [3[I, [4], 5], [6ll, [7], 8], [9]. Specifi-
cally, transient execution attacks exploit subtle footprints of
user data within the CPU pipeline, which are then exposed
via microarchitectural side channels such as cache access
patterns [1]], [8], [10]. Consequently, this microarchitectural
exposure can lead to cross-domain data leakage, violating
user-kernel, process, or virtualization boundaries, the very
cornerstones of modern system security.

Confidential computing technologies that rely on trusted
execution environments (TEEs), such as confidential virtual
machines (CVMs) [11], [12], further exacerbate the impact
of transient execution attacks. These technologies rely on
hardware-enforced access controls and strict privilege iso-
lation to ensure that the host system software, including
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the hypervisor, cannot access tenant data. However, these
security boundaries are ensured only at the architectural
level. As demonstrated by previous CPU vulnerabilities
affecting commodity TEEs like Intel SGX [2], [[13]], microar-
chitectural flaws may completely bypass these architectural
isolation barriers. Remarkably, the specific threat model
of confidential computing grants the host adversary un-
precedented capabilities to execute highly precise transient
execution attacks [14]], [[15]]. For instance, an untrusted host
controls physical address mappings, dictates the scheduling
of victim workloads, and retains access to privileged system
interfaces like performance monitoring units, all of which
can be leveraged to orchestrate and amplify microarchitec-
tural exploits.

Microarchitectural Data Sampling (MDS) [2], [3], [4],
[51, [6], [7]] represents a specialized class of transient execu-
tion attacks that specifically targets internal CPU structures.
To maximize instruction throughput and memory bandwidth,
modern out-of-order, speculative processors rely on various
internal SRAM and Flip-Flop structures, often referred to as
microarchitectural buffers, to temporarily store data, meta-
data, and address translations. MDS exploits these structures
by leveraging Meltdown-style transient execution to extract
stale data directly from buffers such as the store buffer [4]],
load buffer [3]], line fill buffer [2], [3]], and register files [6].
Due to how the speculative memory subsystem handles
memory operations, these vulnerabilities have historically
exposed a broad attack surface, resulting in a series of
variants that compromise nearly every internal buffer across
CPU generations dating back to the Intel Skylake microar-
chitecture.

For a long time, the academic study of MDS focused
almost exclusively on Intel microarchitectures, as none of
the initial MDS disclosures affected AMD processors. This
landscape began to shift in 2021 when AMD disclosed
Predictive Store Forwarding (PSF) [16], a feature susceptible
to store buffer leakage similar to Microarchitectural Store
Buffer Data Sampling (MSBDS) [4], though triggered by
speculative mispredictions rather than architectural faults.
More recently, the development of a new CPU vulnerabil-
ity fuzzer [17]] has led to the discovery of new transient
execution vulnerabilities, called Transient Scheduler Attack
(TSA), on AMD CPUs. Following a deeper analysis of TSA,
AMD’s internal assessment team identified two variants:
TSA-L1 and TSA-SQ. These leak data from the L1D cache
and store buffer, respectively, drawing clear parallels to
Intel’s L1 Terminal Fault (L1TF) [13]] and MSBDS [4].



Despite these discoveries, independent, in-depth analy-
ses of these AMD vulnerabilities” mechanics, exploitability,
and systemic impact remain scarce. Official vendor docu-
mentation often abstracts the necessary exploitation criteria
under vague descriptions like “complex microarchitectural
conditions* [18]]. This knowledge gap prevents security
practitioners from independently verifying security fixes or
constructing robust testing methodologies to prevent similar
flaws in future CPU design. Systematically analyzing how
these vulnerabilities behave in practice, specifically within
confidential computing environments, provides the neces-
sary foundation for validating mitigations, constructing new
tests, and guiding future secure CPU design.

In this paper, we demonstrate critical shortcomings in
the efficacy of AMD’s proposed mitigations against TSA.
To enable systematic evaluation, we construct two proof-
of-concept (PoC) exploits targeting the distinct TSA sub-
variants, providing a robust framework for regression testing
and deeper systemic analysis of this vulnerability class.
Then, leveraging our PoC, we expose deficiencies in AMD’s
TSA threat assessment.

Our investigation into the cache way prediction mecha-
nism underlying TSA-L1 reveals an undocumented microar-
chitectural behavior: contrary to official vendor specifica-
tions, AMD computes the way prediction hash, known as
the ptag, based on either virtual or physical address compo-
nents. Furthermore, we demonstrate that linear and physical
utags are susceptible to collisions, effectively allowing an
attacker to exploit TSA-L1 to speculatively exfiltrate data
indexed by the physical utag. To achieve granular visibility
into the x86 instruction execution, we repurpose Instruction
Based Sampling (IBS), a pop-precise hardware performance
monitoring facility on AMD processors, to retrace the exe-
cution of individual pops within complex x86 instructions.

Consequently, we reverse-engineer the microcode up-
dates intended to mitigate TSA, ultimately identifying exe-
cution paths where the hardware defenses are absent. By ex-
ploiting this, we show that a host adversary can extract data
across three privilege boundaries. Concretely, we demon-
strate that privileged software can use TSA to extract SEV-
SNP Confidential Virtual Machine (CVM) register states,
arbitrary CVM memory at specific offsets, decrypted mi-
crocode, and System Management Mode (SMM) memory.

In summary, we make the following contributions:

+ Bit-level Data Sampling: We introduce a data
extraction methodology that leverages Performance
Monitoring Counters (PMCs) to measure scheduler
contention. Then, we reverse-engineer the undocu-
mented L1D way-predictor micro-tag (utag) hash
functions across Zen 3-5, enabling precise bit-level
recovery of speculative data from the L1D cache and
store queue on Zen 3 and Zen 4.

o Mitigation Gaps: We reverse-engineer AMD’s of-
ficial VERW-based TSA mitigations using Instruc-
tion Based Sampling (IBS). We reveal that while
the mitigations address virtual-address-based leaks,
physical-address-based and CPU-internal memory

paths (such as those triggered by privileged instruc-
tions like VMSAVE, VMLOAD, and VMRUN) continue
to populate way-predictor state, leaving the CPU
vulnerable.

e Security Impact: We design and implement SKY-
FALL, an end-to-end transient execution attack
exploiting physical address way-prediction, and
demonstrate the severity of this attack by success-
fully extracting data from an AMD SEV-SNP guest,
leaking SMM RAM, and extracting decrypted mi-
crocode patches.

Responsible Disclosure We reported our findings concern-
ing SEV-SNP to AMD on 21 April 2026; subsequently, we
sent a follow-up about the impact on SMM and HyperTrans-
port on 28 May 2026. AMD acknowledged the findings and
issued CVE-2026-40671.

Open Science Our code is public at github.com/skyfall-
attack.

2. Background

In this section, we provide the necessary background
information, covering AMD Zen pipeline behavior, cache
hierarchy and cache way prediction, AMD virtualization and
SEV-SNP, and special AMD CPU features that are relevant.

2.1. Pipeline and Micro-Operations

AMD Zen processors are based on the x86 ISA that
translates architectural instructions, also called macro-ops,
into simpler internal micro-operations (uops). Simple in-
structions are decoded directly into one or more pops,
whereas complex instructions may invoke the Microcode Se-
quencer Read-Only Memory (MSROM), which emits longer
pop sequences from internal microcode storage. Processors
also contain microcode patch RAM and associated patch
state, which allow vendor-supplied updates to redirect se-
lected microcode flows to patched implementations after
deployment.

Decoded pops enter the out-of-order backend, where
they may execute as soon as their operands are ready and a
suitable execution unit is available, even if older independent
pops are still waiting. The processor preserves the architec-
tural illusion of in-order execution by committing instruction
results in program order. This separation between execution
and retirement allows transient work to proceed before the
CPU fully resolves all older operations.

Before execution, pops wait in scheduler structures that
track operand readiness and issue ready operations to the
backend. The backend contains several classes of execution
units, including integer units, branch units, floating-point
and vector units, and load/store units. Each unit class ex-
poses only a limited number of execution resources. When
more ready pops require a resource than the backend can
issue in the same cycle, the remaining pops must wait. This
condition is known as execution-unit or port contention.
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2.2. Cache Hierarchy and L1D Way Prediction

AMD Zen processors feature a private L1D cache and
L2 cache per core, with a shared Last Level Cache (LLC)
across cores in a Core Complex. Cache lines are 64 bytes
wide, and an access hits when the requested line is present
in the addressed cache set. The L1D is Virtually Indexed
Physically Tagged (VIPT), meaning that the cache set can
be selected using virtual-address bits before physical address
translation completes. The physical tag is then used to deter-
mine whether the selected cache entry actually corresponds
to the requested physical line [19]].

To avoid comparing tags across all ways on every access,
AMD processors employ an L1D way predictor that selects
one cache way early in the load path [19]. This selection
is based on a micro-tag (utag), a short hash derived from
the linear address. Because the utag depends only on the
linear address, the CPU computes it before the Page Walker
resolves the corresponding physical address. Each L1D line
is associated with the ptag of the linear address that last
accessed it. On a load, the predictor uses the incoming utag
to select the matching cache way, allowing the processor
to read a single predicted way rather than all ways and
thereby reducing power consumption. If the prediction is
wrong, whether by falsely predicting a hit or missing an
actual hit, the processor initiates a fill request to the L2
cache or to a lower cache level and updates the ptag when
the fill completes.

Because the CPU derives the utag from a subset of
the linear address, different linear addresses can collide in
the prediction structure. This includes linear aliases, where
distinct virtual addresses map to the same physical address,
as well as unrelated addresses that happen to share the same
ptag hash at the same L1D index. At any given L1D index,
only one cache line per linear hash is accessible through
the ptag at a time. The CPU marks old conflicting lines as
invalid and therefore effectively evicts them from the L1D.
Importantly, the CPU tags the utag with the thread ID.

A second form of early memory disambiguation oc-
curs in the load-store unit through store-to-load forward-
ing (STLF). STLF allows a younger load to receive data
directly from an older in-flight store while the store is still
buffered in the store queue, provided that the store contains
all bytes required by the load. On Zen, forwarding eligibility
is determined using the lower 12 bits of the linear address,
so stores and loads with the same page offset can interact
before the CPU resolves the full physical address [|19].

2.3. AMD CPU Virtualization

Virtualization allows a single physical host to run multi-
ple isolated Virtual Machines (VMs). A VM consists of one
or more virtual CPUs (vCPUs), each representing a logical
processor in the VM, managed by the hypervisor.

On AMD systems, a hardware structure called the Vir-
tual Machine Control Block (VMCB) corresponds to each
vCPU [20]]. The VMCB contains the control state the pro-
cessor uses when entering and exiting the guest. VMCB

contains a pointer to a memory region called the Virtual
Machine Save Area (VMSA) that contains general-purpose
registers, control registers, instruction pointer state, flags,
segment state, and other architectural state required to enter
the guest. When exiting VM mode, the CPU saves the vCPU
state in the VMSA.

To enter a guest, the hypervisor executes the x86 in-
struction VMRUN with the physical address of the VMCB.
The processor then performs a sequence of consistency,
permission, and state checks before switching into guest
execution. AMD implements those checks in microcode,
which involve multiple internal memory accesses to the
VMCB, the VMSA, and related virtualization metadata. If
one of the checks fails, VMRUN aborts and the processor
does not enter guest mode.

2.4. AMD SEV-SNP

AMD offers confidential VMs based on the SEV-SNP
architecture [[12]. Before SEV-SNP, AMD introduced two
earlier revisions of this technology, each improving upon
its predecessor. The first revision, SEV, encrypts guest
memory such that a malicious hypervisor cannot read SEV
guest data, but does not encrypt guest register state. SEV
Encrypted State (SEV-ES) addresses this shortcoming by
extending encryption to guest CPU register state. SEV-SNP
achieves integrity protection for guest memory through the
Reverse Map Table (RMP). The RMP contains metadata
for every page in the system. During memory accesses, the
processor checks if the current access is allowed according
to the policy in the RMP. Within the RMP, the processor
marks VMSA pages that hold the encrypted guest state with
a special bit. This ensures that the hypervisor cannot use
arbitrary CVM pages as VMSA pages.

To decrypt encrypted data, the processor uses unused bits
in the physical address space to propagate encryption and
decryption information to the memory controller. Crucially,
AMD prevents any software from setting these bits directly
when issuing memory requests. Only trusted microcode
possesses this capability, and when executing within guest
mode, hardware will set these bits automatically. This also
means that inside the processor, especially in the caches,
SEV-SNP CVM data resides unencrypted.

2.5. HyperTransport

HyperTransport was originally developed as a point-to-
point high-performance motherboard interconnect bus [21]].
AMD used it in its FX CPU motherboard chips to connect
the CPU with the Northbridge. With the latest AMD Zen ar-
chitecture, AMD pivoted to a fundamentally different hard-
ware design and does not physically use HyperTransport-
branded interconnects. The HyperTransport interconnect
was succeeded by the Infinity Fabric.

However, at the protocol level, the legacy technol-
ogy continues as the backbone in AMD Infinity Fabric
Interconnect. With the Zen CPU generation, AMD uses



the enhanced coherent HyperTransport+ protocol to han-
dle inter-chip communication [22]. The protocol reserves
a range in the physical address space. On Zen 4 the
HyperTransport address range spans OxFFEFD00000000-
OxFFFDFFFFFFFF [23[]. The CPU does not route physical
addresses within that range to DRAM, as they have a special
internal use. The CPU uses the HyperTransport address
space when performing L3 cache flushes, handling IN/OUT
instructions, or when accessing CPU-exclusive SRAM [24]).
As the HyperTransport address space houses such sensitive
operations and data, AMD restricts its access. When the
CPU translates a virtual address to a HyperTransport ad-
dress, the page walker blocks such translations and faults
with a reserved bit set violation. To access the HyperTrans-
port address space, despite the restrictions for kernel space,
microcode uses a special addressing mode when executing
move [L0ps.

2.6. Instruction Based Sampling

IBS is an AMD performance monitoring feature that
provides detailed information about individual sampled in-
struction executions. AMD distinguishes between IBS for
execution sampling, which samples information about in-
struction execution, and IBS for fetch sampling, which sam-
ples information about instruction fetches. Initially intended
as a statistical sampling tool, prior research identified that
IBS can be used to precisely sample individual pops of
instructions [20]], [24]).

The precise sampling works by setting an IBS counter
within a Model Specific Register (MSR). When privileged
software activates the counter by setting another bit in
an MSR, the counter decrements for every executed pop
that passes through the CPU frontend. Once the counter
reaches zero, it tags the next pop about to be executed,
such that the CPU samples information about its execution.
Depending on the type of pop, the CPU samples different
execution characteristics. For load and store operations, this
includes the linear and physical address, cache hit or miss
status, translation information, and latency measurement.
For branch operations, IBS records whether the branch was
taken and whether it was mispredicted. All other operations
appear only as ALU operations and expose only limited
metadata such as timing and retirement information. We
define an IBS trace as the pop sequence of an x86 assembly
instruction.

2.7. Transient Scheduler Attacks

Transient Scheduler Attacks (TSA) are speculative side-
channel vulnerabilities on AMD processors. They include
two variants, TSA-L1 and TSA-SQ. In TSA-L1, under a
speculative condition, the ptag of an in-flight load can match
the utag of a line that is already resident in the L1D.
The processor may then predict that the load can complete
from this L1D entry and forward the corresponding data to
dependent operations before translating the virtual address.
TSA-SQ follows an analogous pattern in the store queue,

where the processor may predict that a load can complete via
store-to-load forwarding and provide data from the selected
store queue entry. In both cases, if the CPU makes an in-
correct prediction, the forwarded value is not architecturally
committed, but dependent transient execution may already
have consumed it.

Data served through such a transient path carries an
internal marker that propagates to dependent operations. If
a later load or store consumes marked data, the processor
prevents the memory operation from fetching data or up-
dating cache or TLB state. As a result, neither TSA-L1 nor
TSA-SQ can use the Spectre- and Meltdown-style encoding
pattern in which transient data selects a secret-dependent
cache line. Instead, the signal must come from effects
within the transient execution window, such as differences
in execution-unit or scheduler contention.

3. Overview

We introduce the threat model and give a high-level
overview of SKYFALL.

Threat Model. We assume a malicious kernel or hypervisor
with standard privileged access to performance monitor-
ing counters, physical address mappings, and VM-control
interfaces. This matches the confidential-computing threat
model, where the hypervisor is untrusted but still manages
guest scheduling, nested page tables, and VMCB state.
The attacker cannot directly read encrypted CVM memory,
encrypted VMSA state, SMM RAM, or HyperTransport-
addressed CPU-internal state.

SKYFALL Attack. While TSA has been discovered by
academic researchers, the impact analysis was mostly per-
formed by AMD. However, their public analysis lacks tech-
nical details and concrete code examples [18]]. This hinders
researchers from studying TSA and performing independent
analysis.

In SKYFALL, we develop the first public proof-of-
concept for TSA vulnerabilities using Performance Mon-
itoring Counters (PMCs) as a new technique to measure
speculative scheduler contention. Concretely, we develop a
Proof-of-Concept (PoC) for TSA-SQ and TSA-L1, where
we analyze the microarchitectural conditions for successful
data exfiltration (Section [)). To validate the effectiveness of
TSA mitigations, we use IBS to analyze the microarchitec-
tural mitigations AMD deployed. Our analysis shows that
AMD overwrites the ptag in the L1D to prevent TSA-L1,
which most likely also overwrites the store queue slots, mit-
igating TSA-SQ (Section [5.1). We further study the cache
way-prediction behavior when the ptag of a virtual address
collides with the utag of a physical address (Section [5.2).
Our results contradict AMD documentation, which only
states that virtual addresses have a utag [[19]. Based on this
observation, we show that we can extract L1D cache lines
associated only with a physical address by virtual address-
based ytag collision (Section [5.3).

Based on the insights into the mitigation and the broader
scope of TSA beyond virtual address-based accesses, we



analyze SEV-SNP-related instructions by inspecting their
pops. Our analysis shows that AMD does not protect all
execution paths, which allows us to break SEV-SNP confi-
dentiality (Section[6.1)). We show that we can leak other data
that is exclusively indexed by a physical address. We leak
microcode loader state, concretely, decrypted microcode
patches (Section [6.2), and extend the analysis to the System
Management Mode, where we present the first MDS-style
attack targeting SMM (Section [6.3)) [25].

4. Microarchitectural Data Sampling

In this section, we first discuss the difficulty in repro-
ducing TSA and how we solve it. We then build a bit-level
data sampling methodology and provide a working TSA-
SQ exploit. We extend our analysis to TSA-L1 by reverse-
engineering the utag function to obtain collision addresses.
Subsequently, we use putags in an extraction gadget to leak
data from the L1D cache, which we use as the main attack
vector throughout the rest of the paper.

4.1. Transient Scheduler Attacks

At the time of writing, no public TSA reproducer can
leak memory. The absence of such a reproducer stems from
the difficulty of reproducing TSA and is twofold. First, one
has to find an architectural mechanism that actually causes
speculative scheduler contention, and second, one has to find
a way to reliably measure said contention. Because these
two observations are interleaved, one must solve for both at
a time, which significantly increases the search space. The
next two paragraphs explain at a high level how we solve
those difficulties.

Measuring Scheduler Contention. We develop a cus-
tom methodology to extract the TSA signal by combin-
ing AMD’s sparse documentation with reverse engineering.
While the Microsoft Research paper discovering TSA al-
ready provides a way to detect TSA leakage across priv-
ileges, it is not directly convertible into an exploit due
to heavy noise and missing microarchitectural details [17].
Microsoft researchers measured the secret-dependent sched-
uler contention caused by TSA by measuring changes in
the caches. This initially sounds contradictory to AMD’s
analysis, where they state that the value fetched under TSA
does not interact with the cache / TLB [18]. However,
Microsoft researchers used an indirect method of extracting
the data speculatively using caches. Depending on the TSA
secret value, the CPU executes more or fewer instructions
speculatively. The secret thus controls the CPU scheduling
by causing more or less scheduling contention. Under high
contention, the CPU evaluates a fault that happens prior
to the cache-modifying load faster; thus, the load will not
execute, and the CPU will not fetch the cache line into the
L1D. Under low contention, the cache line load is faster
than the fault and will execute. We refer to this technique
as indirect cache-based exfiltration, as the CPU does not
perform the cache modification directly on the speculatively

obtained value. This technique is fragile, as co-located SMT
workloads influence the execution duration of the extraction
gadget and introduce heavy noise. For this reason, it takes
Revizor, the fuzzer that discovered TSA initially, around 5
hours to detect statistical leakage [26].

Instead of relying on an indirect cache-based exfiltration
gadget, we use PMCs to measure the scheduler contention
induced by TSA. This works because the CPU does not
roll back PMCs when detecting a false completion, the root
cause of TSA. Further, PMCs are substantially more robust
to SMT contention, providing a substantially more stable
extraction methodology, bringing the detection down to a
few milliseconds. Section 4.2] and Section [8.1] contain more
details regarding the PMC signal.

Observation 1: Performance Monitoring Counters can
reliably measure scheduler contention caused by spec-
ulative execution.

Gadget Analysis. We evaluate several leak gadgets to ana-
lyze which induce scheduler contention in the TSA setting.
Of all the gadgets we analyze, only the one in Listing
shows TSA leakage.

| asm volatile
2 foool
'+ r9 carries secret speculatively * /
4 "movqg % [memory_ptr], %%rl0 \n\t"
"addg $56, %%rl0 \n\t"
6 " . rept 20 \n\t"
"movqg %%rl0, %$%rsi \n\t"
8 "addg $%r9, %%rsi \n\t"
9 "lodsqg \n\t"
10 " .endr \n\t"
o)

Listing 1. TSA Extraction Gadget.

Within the speculation window, the gadget either executes
up to 20 cache line crossing load instructions or no cache
line crossing loads. 1lodsqg loads 8 bytes from rsi into
rax. When the secret is 0, rsi has a page offset of 56,
and when the secret is 1, it has a page offset of 57. Thus
lodsqg will only cross a cache line boundary when r9 is
equal to 1.

Using cache line crossing loads as a TSA gadget may
seem counterintuitive, as AMD states that loads consuming
a TSA speculative forwarded value will not interact with
the cache or TLB state [[18]. We deduce that the scheduler
still forwards those load instructions depending on r 9 to the
execution units. When these instructions execute, they are
prohibited from interacting with the memory subsystem.

The other gadgets we evaluate consist of floating-
point and integer division, whose latency depends on the
operands [27]]. By placing these instructions in a dependency
chain on r9, we aim to amplify the transient bit into a
long or short backend stall. We further evaluate branch-
based gadgets, vector gathers where the transient bit controls
the mask and therefore the number of loaded elements, and
REP-prefixed sequences where the bit controls the iteration
count. None of these alternatives yield results on any of our



platforms when doing a full PMC sweep. The unsuccessful
gadgets indicate that the CPU does not expose the spec-
ulatively completed value in r9 to instructions with data-
dependent latency.

Observation 2: With TSA, only simple memory load
instructions cause secret-dependent speculative sched-
uler contention. Other gadgets, such as divisions,
branches, and scatter-gather instructions, do not induce
measurable scheduler contention.

4.2. TSA-SQ

We exploit TSA-SQ by creating a speculative store-to-
load forwarding condition by choosing store and load ad-
dresses with identical lower 12 address bits, forming a 4 KiB
alias. Listing 2] shows a TSA-SQ snippet. Architecturally, r9
will either be 0 or 1 in Line [9] depending on which bit of
target we select.

I asm volatile(
2 "movb %b[bit], %%cl\n\t"

/* Put secret into store queue. x/
4 "movg %[secret], (%[victim])\n\t"
5 /* Lo from tar 3 3 -~ must have
6 the same low 12 bits as victim =x/
"movg (%[target]), %$%r9\n\t"
8 "shrg %%cl, %%r9\n\t"

9 "andg $1, %%r9\n\t"

12 contention or
% [memory_ptr], %%rl0

13 "movg \n\t"
14 "addg $56, %3110 \n\t"
15 ".rept 20 \n\t"
16 "movg %$%rl0, %%rsi \n\t"
17 "addg $%r9, S$%rsi \n\t"
18 "lodsqg \n\t"
19 ".endr \n\t"

Listing 2. TSA-SQ Proof-of-Concept.

In the speculative domain, the load in Line [/| executes
with the previously stored value, secret. It seems that a
straightforward way to exfiltrate the value is to use a cache
line load depending on the value of r9. This would be in
line with prior store-to-load forwarding vulnerability [16].
However, our experiments show that this does not induce
any leakage. More precisely, an r 9-dependent memory load
following Line [9] does not influence the cache state in the
speculative domain. This follows AMD’s TSA analysis,
where they state that a TSA speculative forwarded value
does not influence cache or TLB state [|18]]. However, AMD
also states that such speculative loads may influence the
scheduling of other instructions. Our experiments show that
PMCs combined with the extraction gadget in Listing 2] re-
veal TSA leakage. We elaborate on how we use the leakage
gadget for a full TSA-SQ PoC and which microarchitectural
conditions need to be satisfied.

Proof of Concept. For each PMC, we perform a probing
phase, where we sample the PMC parameters of the code in

TABLE 1. MEDIAN NUMBER OF USABLE PMCSs FOR TSA-L1 AND
TSA-SQ EXTRACTION WITH DIFFERENT NUMBERS OF SAMPLES PER
BIT ACROSS 20 RUNS. VALUES ARE REPORTED AS MEDIAN +
STANDARD DEVIATION. FOR EACH CONFIGURATION, WE EVALUATE
EXTRACTION ACCURACY ON A 32-BIT SECRET AND COUNT A PMC AS
USABLE IF IT EXCEEDS 87.5% ACCURACY.

EPYC 9124 (Zen 4) EPYC 7313 (Zen 3)

Samples TSA-L1 TSA-SQ TSA-L1 TSA-SQ
1 1927 £+ 402 3061 £84 2348 + 146 2855 £ 51

2 2474 +£239 3026 £65 2370+ 120 2888 +419

4 3022 £ 73 2918 £ 71 2379 £ 97 2904 £ 26

8 3051 £ 89 2992 + 35 2394 + 66 2904 +£ 27
16 3059 £ 100 2990 £ 56 2397 £ 69 2904 £ 52
32 3089 £ 95 2961 £ 58 2400 £ 73 2902 +£ 56
50 3054 £ 89 2937 £ 56 2399 £ 72 2900 £ 53
64 3063 £ 88 2950 £ 78 2400 £ 73 2886 + 51
100 3072 £ 92 2940 £ 68 2399 £ 74 2854 £ 34
128 3029 £ 92 2947 £ 89 2394 £ 88 2854 £ 24
256 2973 £ 75 2933 £80 2391 + 101 2790 £ 55
512 2876 £60 2866 + 128 2386+ 9 2848 £ 63

Listing [2] for the case where the CPU speculatively forwards
a l or O0in r9. This means secret in the probing phase
either consists only of ones or zeroes. While the specula-
tively executed loads (Lines [I5} [T9) do not interact with
the cache, they cause scheduler contention [18]] that some
PMCs collect. We use Otsu’s method to find a threshold
that separates the PMC values in the two classes [28]. In
the last step, we aim to leak a 32-bit secret by collecting
the PMC:s for each bit and, based on the threshold, assigning
the corresponding value.

Table [Tl shows the median number of usable PMCs iden-
tified for the TSA-SQ gadget in Listing [2] across different
numbers of samples per bit. To rule out Predictive Store
Forwarding (PSF) as the source of our leakage, we disabled
PSF via the SSBD and PSFD bits in MSR 48h [16]. The
signal remains observable. For the exploit in Listing [2| to
work, target and victim must have an active TLB entry
and should share the same 12 lower address bits. If the
conditions are not met, we do not observe any signal.

4.3. TSA-L1

Similarly to the TSA-SQ, we develop a TSA-L1 PoC.
Specifically, we analyze which microarchitectural conditions
need to be fulfilled for the transient forwarding to occur.

Reversing the ;' Tag. To build a TSA-L1 proof of concept,
we first need to construct virtual addresses that collide in
the L1D way-prediction structure [[18]. AMD uses a virtual
address-based hash, called the utag, to optimize cache way
prediction. Prior work studies the ptag hash for Zen 1-2 [29]).
We extend this approach to newer AMD EPYC chips and
recover the utag function across Zen 3, Zen 4, and Zen 5.

According to AMD documentation, the utag is unique
for every L1D index [30]. In other words, if two cache lines
have the same index and utag, they will evict each other
from the L1D to the L2. This latency difference between
an L1D and L2 access provides an empirical collision test.



To find the ptag hash function, we use two pointers that
chase each other. One pointer resembles a utag of zero and
another pointer whose virtual address we vary. Should both
pointers have a conflicting ptag, the pointer chasing results
in a higher average access latency since each load must
come from the L2 rather than the L1D for non-conflicting
ptags.

We use this approach to first validate which bits in the
virtual address contribute to the ptag. Our experiments show
AMD uses bits [12 - 27] for Zen 3 and Zen 4 and bits
[12 - 31] for Zen 5 for the utag computation. Next, we
use this information to vary the active bits and determine
which combinations cause a conflict with the zero utag.
Should we encounter a conflict, we save the corresponding
vector of set bits in the virtual address. When we have x
linearly independent vectors, where x denotes the number
of utag bits, we can solve for the ptag hash function. We
may scan the entire set of x active bits in F§* without
finding x independent vectors. This means that some bits are
not XORed with other bits. These are precisely the vector
bits that occur as stand-alones in the ptag hash function.
Appendix [A] contains a mathematical description of how we
recovered the ptag. Equation [T) shows the resulting ptag for
Zen 3 and Zen 4. It is the same hash function AMD uses
for Zen+ and Zen 2 [29]. Zen 5, however, uses a different
hash function, shown in Equation E}
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Appendix [A] contains additional details of how we obtain
the ptag formulas.

Triggering transient forwarding. When we modify our
TSA-SQ PoC such that instead of colliding with a previous
store, we make target collide with a utag in the L1D, we
expect measurable scheduler contention. However, when we
test this setting in Listing [3] we do not observe any leakage
via the PMCs despite the load from target colliding with
the victim address in the L1D way predictor.

| asm volatile (
2 [...]
"movb $b[bit_idx], %$%cl \n\t"
"movqg (% [target]), %%r9 \n\t"
5 "shrqg %$%cl, %%r9 \n\t"
6 "andg $1, %%r9 \n\t"
8 "movqg % [memory_ptr], %$%rl0 \n\t"
9 "addg $56, %%rl0 \n\t"
10 " rept 20 \n\t"
11 "movqg $%rl0, %%rsi \n\t"
12 "addg $%r9, S$%rsi \n\t"
13 "lodsqg \n\t"
14 " . endr \n\t"
15 [...]
16 );

Listing 3. TSA-L1 Proof-of-Concept.
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Figure 1. Number of working PMCs (accuracy over 92% for 64-bit secret)
when varying the number of the rept prefix in Listing [3} Line [I0] over 10
runs.

We hypothesize that the CPU does not speculate if target
already has a TLB entry. In this case, the CPU directly sees
that the L1D entry is incorrect. Only when there is no TLB
entry, meaning the physical address is not known, does the
CPU use the utag to speculate that the load will hit the
virtually-indexed physically-tagged L1D.

| asm volatile

(
"movqg ($[target]), %$%rax \n\t"
"invlpg (%[target]) \n\t"
4 "movqg ($[victim]), %%rax \n\t"

Listing 4. TSA-L1 Leak Requirements.

To confirm our hypothesis, we insert the code from Listing []
before our actual exploit code in Listing (3] Importantly,
Line[3]in Listing ] flushes the TLB entry of target. Com-
bining and executing both code snippets yields a working
TSA-L1 PoC. Table [I] reports how many usable PMCs we
find for different numbers of samples per bit. We further
evaluate how the number of load instructions influences
the speculative leakage with TSA-L1, which is depicted in

Figure

Observation 3: The CPU only performs TSA-L1 spec-
ulation if two addresses have a conflicting utag and the
conflicting utag load does not have a TLB entry.

Other conditions. Importantly, the architectural execution
of the code in Listing |3| should be slow, which means the
architectural load of target should be 1. This is to ensure
we have a massive slow path if both the architectural and
speculative load are 1.

If the architectural load is 0, the signal becomes substan-
tially noisier and yields roughly 85% fewer usable PMCs
for extraction. Furthermore, to avoid the PMCs measuring
memory-hierarchy latency, we first bring target into the
L2 cache via a utag collision, as shown in Listing



5. SKYFALL Primitives

As AMD provides only limited technical documentation
for its TSA mitigations, we explore the underlying mech-
anisms. To reverse engineer AMD’s mitigation behavior,
we use IBS and compare the recommended mitigations
against cache-flushing instructions. We then show that the
ptag collision can be extended to physical address-based
accesses.

5.1. Reverse Engineering AMD TSA Mitigations

We reverse-engineer the TSA mitigations by using IBS.
IBS allows us to inspect individual pops of complex in-
structions. By comparing an IBS trace of the TSA mit-
igation instruction VERW before and after AMD changed
the microcode, we can deduce which pops AMD inserted.
AMD recommends only using the x86 instruction VERW
to mitigate TSA and specifically excludes cache flushing
instructions.

VERW Instruction. VERW checks if a data segment spec-
ified by the segment selector is writable. Following Intel
RIDL and related MDS attacks, Intel repurposed VERW as a
mitigation primitive, where updated microcode causes VERW
to trigger internal buffer-clearing operations that remove
stale transiently accessible data [31]. AMD recommends
executing VERW on privilege transitions from kernel to
userspace, or from hypervisor to VM to mitigate TSA.

We observe that the IBS trace of VERW does not resem-
ble an L1D flush and differs clearly from an IBS trace of
cache-line flush instructions such as CLELUSH. On systems
vulnerable to TSA-L1, we observe 512 one-byte stores to
CPU-internal addresses. Based on the L1D size of 32 KiB
and a cache line size of 64 bytes, we hypothesize that
these 512 stores overwrite their matching 512 L1D cache
lines and the one-byte utag used by the way predictor [19].
Listing [5] shows one out of the 512 overwriting sequences
in the IBS trace. We see that the CPU writes to physical
address 0x60. As the CPU has around 32 addressing modes,
it likely selects a physical address space that belongs to one
of its internal control units [24].

1 [...]

[ALU] CompToRet [4] TagToRet [10]
3 [ALU] CompToRet [3] TagToRet [10]
i [storel] p=0x60 v=0x0 CompToRet[1l] TagToRet[ 9]
s [

sool

Listing 5. Partial VERW IBS trace that overwrites the utag in the L1D.

After execution of VERW, the next memory access consis-
tently misses the L1D cache but hits the L2 cache, suggest-
ing that the CPU does not physically evict the data from the
private cache hierarchy.

Virtualization Boundaries. According to AMD, TSA-L1
impacts AMD SEV-SNP [18]. In particular, TSA-L1 allows
a malicious hypervisor to infer data an SEV-SNP CVM
accesses. AMD states that its microcode update automat-
ically applies the mitigation for SEV-SNP, such that an
attacker cannot use TSA-L1 to leak CVM data. Our IBS

TABLE 2. EFFECTIVENESS OF CANDIDATE MITIGATIONS AGAINST
TSA-L1. A MITIGATION IS CONSIDERED INEFFECTIVE IF WE FIND A
VALID PMC CONFIGURATION THAT EXTRACTS A 32-BIT SECRET WITH
MORE THAN 87.5% ACCURACY.

CPU VERW WBINVD CLFLUSH WRMSR L1D_FLUSH
Zen 3 v X X -
Zen 4 v X X X

trace confirms that microcode overwrites the L1D putags,
similar to VERW, whenever a CVM exits.

Cache Flushing Instructions. AMD recommends VERW as
a TSA mitigation and notes that cache-flushing mechanisms
such as WBINVD and CLFLUSH may not be effective against
TSA-L1 [18]]. We experimentally adjust our PoC and insert
CLFLUSH or WBINVD after bringing the victim data into
the L1D. Our results experimentally confirm that these
instructions do not mitigate TSA-L1. Only VERW prevents
extraction with our TSA-L1 gadget, as shown in Table

Observation 4: VERW mitigates TSA-L1 by overwrit-
ing the ptag in the L1D cache.

5.2. Physical utag

AMD derives the LID utag from the virtual ad-
dress [19]], [30]. This suggests that TSA-L1 only applies to
data accessed through ordinary virtual-address-based loads,
since the attack relies on constructing a virtual address with
a colliding utag. However, several privileged AMD instruc-
tions (e.g., VMRUN, VMLOAD, and VMSAVE) operate directly
on physical addresses. IBS traces of these instructions show
that these instructions perform memory operations using
physical addresses, while IBS marks the virtual address as
zero and invalid. This led us to the hypothesis that, for
physical-address-based accesses, the processor may compute
the utag from the physical address instead of the virtual
address.

To validate our hypothesis, we use VMSAVE as a con-
trolled physical-address access primitive. VMSAVE writes
host state to the physical address provided by its operand,
allowing us to trigger a known physical-address-based mem-
ory access without using an ordinary load or store. We
allocate three physical pages. We use the first page as the
VMSAVE target. Further, we use the other two pages as probe
pages and map them at manually chosen virtual addresses.
For one probe page, we choose a virtual address whose
computed ptag matches the ptag computed over the physical
address passed to VMSAVE. For the second probe page, we
choose a virtual address with a different utag. Before each
trial, we bring the probe line into the L1D cache, execute
VMSAVE on the target physical page, and then test whether
the probe line is still an L1D hit.

For the matching-utag address, VMSAVE consistently
displaces the probe line from the L1D cache. For the non-
matching-utag address, the probe line remains L1D-resident



in all trials. This behavior indicates that the physical-
address-based writes VMSAVE performs interact with the
L1D way-prediction state selected by the utag.

Observation 5: The CPU computes the utag on
physical-address-based memory accesses.

5.3. Physical Address Way-Prediction

Observation [5] suggests that physical-address-based
loads may be extractable using TSA-L1. To validate this
hypothesis, we use VMSAVE to force physical-address-based
memory accesses. Since we control the register state, we
choose the physical address used as the VMSAVE target. We
then create a mapping for a virtual address VA whose utag
collides with the utag of the physical address passed to VM-
SAVE, while VA itself maps to a different physical address.
We execute VMSAVE and run the TSA-L1 extraction gadget
from Section using VA as the extraction address. The
extraction recovers the register values written by VMSAVE
to its physical target address. This shows that TSA-L1 can
extract L1D-resident data populated by physical-address-
based memory accesses. More broadly, this result indicates
that TSA-L1 can be used to extract arbitrary data from the
L1D cache.

Observation 6: TSA-L1 can recover data that the CPU
loads into the L1D through physical addressing.

6. SKYFALL Attack

Building on our observations from Section[5] we demon-
strate that the AMD TSA mitigations are insufficient. Adver-
saries can still leak data across three privilege boundaries.

6.1. Breaking SEV-SNP Confidentiality

SKYFALL breaks SEV-SNP confidentiality by leaking
register state and memory of SEV-SNP CVMs. We first
discuss how we leak arbitrary register state. The hypervisor
enters SEV-SNP CVMs using the VMRUN instruction. Upon
execution, the processor switches execution modes to handle
CVM code and data. If the hardware receives a physical
interrupt or the CVM executes a special instruction, the
processor leaves the CVM mode and returns control to
the hypervisor. As discussed in Section [5.1} transitioning
from CVM execution back to the host triggers the TSA
mitigations.

Whenever the processor switches modes, it must save
the current register state and load the new one. Specifically,
during VMRUN (hypervisor to VM transition), the hardware
saves the host state to the physical address specified in the
VM_HSAVE_PA MSR and retrieves the CVM configuration
from the encrypted VMSA. By inspecting the VMRUN IBS
trace, we can retrace this VMSA loading process. The hard-
ware obtains the VMSA physical address from the VMCB
and uses it to restore the CVM context.

CPU | Microcode

Guest page Check VMSA __
access RMP '
| I :
2 ini 1
VMCB access —)|—> VMSA access —> e‘;‘:::a'(“l -e

A | |

| L1D Cache | |

TSA-L1 Extraction

v

VMRUN VMRUN abort

3. Leak confidential L1D state

2. VMRUN returns without
clearing L1D

1. Execute VMRUN with .
modified VMCB

Figure 2. VMRUN abort path for extracting VMSA state and guest memory
with TSA-L1. a) CVM VMSA register state leakage; b) CVM memory
leakage.

Leaking VMSA state. Interestingly, VMSA loading occurs
before other consistency checks complete. One such check
relates to interrupt injection. If the hypervisor programs that
field with a malformed value, VMRUN aborts. The malformed
event-injection field therefore provides a controlled way to
force an early VMRUN abort after the processor has already
fetched and decrypted VMSA data. Crucially, this abort path
bypasses the TSA mitigations usually triggered at CVM exit.
This microarchitectural behavior is insecure because the
hardware has already loaded and decrypted the encrypted
guest context. We observe that the processor keeps these
values in the L1D cache. Concretely, we observe that an
aborted VMRUN can load up to 3392 bytes of the VMSA
into the L1D cache without applying the VERW mitigation
that overwrites the utag state in the L1D. Since the abort
path does not execute VERW, the L1D cache state remains
usable for TSA-L1 extraction after control returns to the
hypervisor. Consequently, as shown in Figure [] (a), a ma-
licious hypervisor can employ TSA-L1 to leak the cached
CVM register state from the encrypted VMSA. The affected
VMSA region contains architecturally relevant guest state,
including control-flow state, general-purpose registers, and
extended architectural state such as floating-point/vector reg-
isters. Such plaintext access effectively re-enables previous
passive attacks that were possible against the initial revision
of SEV, before the VMSA got encrypted in SEV-ES [32]].

Leaking CVM Memory. Worse, we show that the VMRUN
checks the VMSA RMP permission after performing mem-
ory loads from it. As shown in Figure |2[ (b), we can replace
the VMSA pointer with an arbitrary CVM page address,
causing VMRUN to fetch decrypted guest memory into the
L1D cache before eventually aborting. The RMP permission
check that should reject a non-VMSA guest page therefore
occurs too late to prevent plaintext data from reaching the
L1D cache. We see that the CPU issues three loads to an
arbitrary CVM page determined by a malicious hypervisor.
These loads contain the ASID of the CVM in the upper
physical bits and will thus result in fetching encrypted



CVM memory decrypted into the L1D cache. By using
TSA-L1, a hypervisor can thus decrypt arbitrary CVM data
which resides at page offsets 0x0c0, 0x380, and 0x3cO0.
Misaligning the supplied guest-page address does not expose
additional cache lines, as VMRUN ignores bits 0—11 and
proceeds as if the address were page-aligned.

6.2. Leaking Microcode

AMD encrypts more recent microcode updates for Zen
CPUs. This makes inspecting recent updates with tools such
as Zentool impossible [33]]. Since AMD must decrypt the
microcode patch at some point to apply it, we hypothesize
that it may reside in the L1D cache and we can extract it
using TSA-L1.

Privileged software can trigger microcode updates by
executing WRMSR with the microcode patch address in RAX
and MSR_AMD64_PATCH_LOADER as the register. We
trace the microcode update using IBS. During the microcode
update, the CPU verifies the signature of the update blob
and decrypts it. AMD temporarily decrypts the microcode
in-place in memory accessible through the HyperTransport
address space, as shown by the IBS trace in Listing [ It
shows that the CPU first loads the encrypted microcode at
an address, performs multiple operations, and later writes to
the same address. Based on the access latency, we assume
the HyperTransport range the CPU accesses indexes to CPU
internal SRAM or L1/L2 caches. The IBS trace further
shows that when the CPU finishes the microcode update,
it does not apply the TSA-L1 mitigation. This would leave
the decrypted microcode patch in the L1D cache should the
HyperTransport address loads fetch the data into the cache.
Upon closer IBS trace inspection, we note that the CPU
decrypts the microcode patch in-place and that the writes
hit the caches.

Next, we test whether we can speculatively leak Hy-
perTransport memory by using TSA-L1. We use virtual
addresses that have a colliding utag with the physical Hyper-
Transport addresses. Subsequently, we use those addresses
to extract the HyperTransport memory with TSA-L1. We
can successfully extract microcode. To validate that we leak
correct microcode, we use Zentool to analyze the decrypted
HyperTransport memory. The analysis shows that we leak
valid pops.

1[...]
> [load4] p=0xffffdf70008c8 v=0x0
3 [ALU]
4 [stored] p=0xffffdf70008c8 v=0x0
s [...]
6 [load4] p=0xffffdf7001b58 v=0x0
» [ALU]
9 [load4] p=0xffffdf7001b5c v=0x0
10 [ALU]
11 [stored4] p=0xffffdf7001b5c v=0x0
2 [...]

Listing 6. Partial IBS trace showing in-place microcode patch decryption.

TABLE 3. CPU PLATFORMS USED FOR THE EXPERIMENTS.

CPU Gen. Fam. Model Step. Microcode

EPYC 7313 Zen 3 25 1 1 0x0a0011d7
EPYC 9124  Zen 4 25 17 1 0x0a101158
EPYC 9334  Zen 4 25 17 1 0x0a101158

6.3. Leaking System Management Mode RAM

System Management Mode, also known as Ring -2, runs
privileged code responsible for low-level hardware manage-
ment. A System Management Interrupt (SMI) triggers the
transition from kernel or user space to System Management
Mode. When transitioning to System Management Mode,
the CPU saves the host state into a State-Save Area [20].
Contrary to the switch from host to guest, the State-Save
Area when switching to SMM mode does not reside in
host memory, but in SMM memory. SMM memory is not
accessible by the kernel or user space. We observe that
AMD does block any IBS tracing when entering SMM.
The blocking prevents IBS from sampling instructions in
SMM execution mode. Thus, we cannot reason about AMD-
applied TSA mitigations on the SMM exit path.

To experimentally confirm whether mitigations are in
place, we aim to leak known values from the SMM State-
Save Area within SMM memory with TSA-L1. We cre-
ate an address collision with the physical address of the
SMM State-Save Area, which resides at a known per-core
address [20]. The SMM State-Save Area holds registers
such as cr3 or SMBASE. We run the TSA-L1 extraction by
creating a virtual address with the same utag as the State-
Save Area and running our extraction script. We confirm
that kernel space can extract SMM RAM data using TSA-
L1, violating AMD platform guarantees.

7. Implementation & Evaluation

In this section, we describe the implementation of our
mitigation-bypass experiments. We use the TSA-L1 gad-
get from Listing (3| together with the PMCs identified in
Section [ to extract transiently reachable data from the
vulnerable execution paths. We evaluate our implementation
on the AMD EPYC 7313, EPYC 9124, and EPYC 9334
platforms listed in Table [3]

7.1. Bulk Leakage Accuracy

We evaluate the accuracy and leakage rate of TSA-L1
over 5 KiB of known data. Since TSA-L1 operates at cache-
line granularity, we reuse the same fixed address across
measurements while evaluating 5 KiB of ground-truth data.
Experiment 1. We use three attacker-controlled pages, Poxt,
P.a1, and Py, mapped at virtual addresses sharing the
same utag. Before each extraction, we use Peyy and FPry
to calibrate PMC 0x76 with umask 0x80, identified in
Section 3] The calibration computes the threshold used
to distinguish whether the speculatively forwarded bit is



TABLE 4. TSA-L1 EXTRACTION ACCURACY AND LEAKAGE RATE ON
EPYC 7313 (ZEN 3) AND EPYC 9124 (ZEN 4) FOR DIFFERENT
NUMBERS OF SAMPLES PER BIT USING PMCx076/0x80. VALUES ARE
REPORTED AS MEAN = STANDARD DEVIATION ACROSS 100 RUNS.

Zen 3 Zen 4
Samples Accuracy Rate Accuracy Rate

) [%] [KiB/s] [%] [KiB/s]
1 98.654+0.59  463+11.50 98.6740.72 44340.48
2 9545+16.81  228+40.02  79.52+39.76  180+£89.93
4 98.464-0.79 11840.06  87.31+32.25 99+436.71
8 99.1240.82 5940.20 99.374+0.53 5740.03
16 98.364-0.98 30+0.07 99.1540.71 28+0.06
32 99.3940.67 15+<0.01 98.93+0.76 14+0.02
50 99.294-0.67 9+<0.01 98.7340.84 9+<0.01
64 99.1740.66 7+0.01 98.91+0.73 7+£<0.01
100 98.844-0.78 54<0.01 98.4040.81 54+<0.01
128 98.72+0.79 4+<0.01 98.85+0.83 4+<0.01
256  91.66+25.16 240.47 97.654+9.85 240.18
512 98.7540.79 1+<0.01 97.74+1.11 1+<0.01

interpreted as O or 1. After calibration, we bring the cor-
responding cache line of Py, into the L1D. Then we use a
Pyt with the TSA-L1 gadget from Listing [3] to extract the
cache-line contents of Py... We repeat the procedure for 5
KiB of data.

Result 1. Table [] reports the leakage accuracy, defined as
the fraction of correctly recovered bits, and the leakage
rate, defined as the KiB/s throughput independent of bit
correctness, for different numbers of samples per bit. With
per-cache-line recalibration, we achieve 98-99% accuracy
for most sampling configurations on both Zen 3 and Zen 4.

7.2. Decrypting SEV-SNP CVM Register State

We extract arbitrary register state from a SEV-SNP
CVM.

Experiment 2. To leak data from the encrypted VMSA, we
first prepare a minimal Linux guest running under SEV-SNP.
We use a modified Linux guest kernel that does not complete
the normal boot process, but instead reaches a controlled
test point where it repeatedly loads a fixed marker value into
RAX. This ensures that the corresponding field in the VMSA
contains a known value before the hypervisor executes the
aborting VMRUN.

For the extraction, we use two host pages, Pex; and
P..1. Both pages are distinct from the encrypted VMSA
page and therefore do not contain the secret value. We map
them at virtual addresses selected to collide with the utag
of the physical VMSA page. We use Py as the extraction
address, while we use P, to collect calibration samples for
the selected PMC.

After calibration, the hypervisor writes an invalid value
to the event_in7j field in the VMCB and executes VMRUN.
The instruction aborts and returns to the host. The hyper-
visor then uses Py plus the page offset corresponding to
the RAX field with our TSA-L1 gadget to extract the marker
value from the VMSA. We repeat this procedure for each
selected PMC and merge the recovered values across PMCs.

Result 2. With this implementation, we recover the 64-bit
RAX marker from the encrypted VMSA on all tested systems
with 100% accuracy.

Experiment 3. To demonstrate the impact of VMSA extrac-
tion, we leak disk-encryption keys from a minimal Linux
guest using dm-crypt with AES-XTS under SEV-SNP. In a
real attack, the hypervisor can first extract control-flow state,
such as LSTAR or RIP, from the VMSA to break virtual
KASLR and then use SEV-Step [15]] to single-step the guest
until the key material reaches architectural registers. For our
demonstration, we emulate this trigger point by modifying
the guest kernel to execute VMMCALL directly after the AES-
XTS set-key function has placed the disk-encryption key
in registers. The resulting VM exit gives the hypervisor a
controlled point at which the key is present in architectural
state.

We reuse the calibration procedure and utag-colliding
extraction setup from the previous experiment. The hyper-
visor then writes an invalid value to the event_in7j field
in the VMCB and executes VMRUN. The instruction aborts
and returns to the host after accessing the decrypted VMSA
state. The hypervisor then uses Peyt plus the page offsets
corresponding to the XMMO and XMM2 fields with our TSA-
L1 gadget to extract the AES-XTS disk-encryption key from
the VMSA.

Result 3. We fully recover the AES-XTS disk-encryption
key with 100% accuracy.

7.3. Extracting SEV-SNP CVM Memory

We can leak not only register state but also CVM
memory.

Experiment 4. To leak guest-page contents, we prepare the
guest similarly to Section Instead of writing a marker
value only into RAX, the guest writes known marker values
to an allocated guest page Pyuest. The calibration procedure
is also identical. The difference is that we map Py and
P, at virtual addresses selected to collide with the utag
computed for the host physical address backing Pyyest,
rather than the physical address of the VMSA page.

After calibration, we replace the VMSA pointer in the
VMCB with the host physical address of Py est and execute
VMRUN. The instruction aborts and returns to the host. We
then use P,y plus the desired page offset with our TSA-L1
gadget to leak the corresponding cache line accessed by the
aborting VMRUN path.

Result 4. With this implementation, we recover three cache
lines at page offsets 0x0c0, 0x380, and 0x3cO on all
tested systems with 100% accuracy. Based on our IBS trace,
other page offsets are not loaded into the cache, and attempts
to extract them fail.

7.4. Extracting Microcode Loader State

We extract residual state that the microcode patch loader
leaves in the L1D cache after execution.



Experiment 5. We use the same base structure as in Sec-
tion Instead of targeting the physical address of the
VMSA, we target the HyperTransport address the microcode
patch loader uses. The extraction again uses two attacker-
controlled host pages, Pext for extraction and P, for cali-
bration. We map both pages at virtual addresses selected to
collide with the utag of the target HyperTransport-addressed
access.

After calibration, we execute WRMSR to MSR_AMD64_ —
PATCH_LOADER to bring the target HyperTransport-
addressed line into the cache. We then use Py plus the
page offset corresponding to the selected microcode with
our TSA-L1 gadget to extract the line contents.

Result 5. We recover decrypted microcode patch contents
from the HyperTransport-addressed patch-loader region on
all tested systems. On the AMD EPYC 7313, we addition-
ally recover the CMAC key that AMD used before the En-
trySign vulnerability to validate the signature of a microcode
update [24]]. Microcode on our AMD EPYC 9334 and
AMD EPYC 9124 machines already contains the EntrySign
mitigations and thus prevents recovery of the CMAC key
with the same procedure. However, we still leak decrypted
microcode patches on those.

Compared to the VMRUN-based extraction, microcode
leakage produces a weaker and less stable PMC signal.
Usable configurations are sparser and less consistent across
runs, requiring a full PMC sweep and repeated measure-
ments for promising events. We suspect that this stems from
the patch-loader path requiring approximately 1.1 million
pops, which introduces substantially more intervening mi-
croarchitectural activity before extraction.

7.5. Extracting System Management Mode RAM

We leak memory residing in kernel-mode inaccessible
memory, the SMM RAM.

Experiment 6. To leak SMM RAM contents, we trigger an
SMI and extract data from the SMM State Save Area after
the processor returns from SMM. As a validation target, we
leak the SMBASE field, which is located at offset OxFF00
relative to the SMM base. We obtain the expected value
by reading MSR 0xC0010111 on the same core, since
the SMM base is core-local. This known value also serves
as calibration input: for each tested PMC, we choose two
bit positions in SMBASE with known opposite values and
repeatedly trigger an SMI using Listing [/] to determine the
leakage threshold. After calibration, we trigger the SMI
again and use the calibrated TSA-L1 gadget to extract the
full SMBASE value.

| apic->send_IPI (RUN_ON_ THREAD, APIC DM SMI);

Listing 7. Linux kernel SMI Trigger.

Result 6. With this implementation, we recover the SMBASE
value from SMM RAM on all tested systems with 100%
accuracy. We further repeat the experiment for additional
SMM State Save Area fields (i.e., CR3 and R13) and recover
all tested values with 100% accuracy.

TABLE 5. DOCUMENTED WORKING PMC CONFIGURATIONS FOUND
FOR TSA-L1 BY THE EVENT-SELECT AND UMASK SWEEP.

CPU  Event Description Count
Zen 3 PMCx076  Cycles not in halt 256
PMCx087  Instruction-pipe stall 200
PMCx090 L3 cache miss latency 236
Zen 4 PMCx076  Cycles not in halt 256
PMCx0A9  Op queue empty 129
PMCx0D6 Cycles with no retire 128
PMCx1AO0 Dispatch stalls per slot 128
PMCx1A2 Dispatch additional re- 224

source stalls

8. Discussion

In this section, we contextualize our findings by ana-
lyzing the microarchitectural signals observed during eval-
uation, isolating the root cause of the vulnerability, and
discussing mitigation strategies that can eliminate or reduce
the leakage.

8.1. Performance Counters

We sweep all available PMCs to see which documented
and undocumented PMCs measure speculative scheduler
contention. The exact set of working PMCs varies between
different executions. Most PMCs that measure speculative
scheduler contention are undocumented. We were unable to
locate their meanings in the Linux kernel source code or in
any public AMD documentation.

Nevertheless, the documented events in Table E] provide
insight into the behavior our gadget amplifies. Many corre-
spond to stalls, waiting cycles, empty queues, or dispatch
and retirement backpressure, suggesting that the secret-
dependent signal primarily appears as an execution delay.
This matches our amplification gadget, where the transiently
forwarded bit selects between memory-operation patterns
that create different load-side pressure.

Figure [3] further shows many duplicate counter values,
indicating that several undocumented event/umask combi-
nations may alias the same underlying event or closely
related internal conditions. Overall, the sweep identifies
noisy but usable measurement sources rather than a fixed
set of architecturally stable leakage counters.

8.2. TSA Amplification Gadget

Our TSA PoCs in Listing [2] and Listing [3] use unaligned
loads to cause speculative scheduler contention. We inspect
the scheduler contention by comparing different kinds of
loads and measure the execution time using IBS. With IBS,
we measure the latency of the load in Lined]in Listing[8] We
vary of f set to measure aligned and unaligned cases within
the same cache line, and unaligned cache line crossing
and aligned cache line crossing. We see that only cache-
line-crossing loads require 1 additional cycle, in total 10
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Figure 3. Grouped PMC counter values.

I asm volatile(
2 ".rept 20\n\t"
"lfence \n\t"

4 "movg (%0),%$%rax\n\t"
5 "lfence \n\t"
6 ".endr\n\t"
:"r" (ptrt+toffset) :"rax", "memory"

Listing 8. Move latency code sequence.

cycles, to complete compared to non-crossing loads. Thus,
the root cause for the scheduler contention is most likely the
speculatively executed cache-line-crossing load. It is either
observable through PMCs or will offset other instructions
such that they may not execute [17].

8.3. SKYFALL Root Cause

Our results suggest that the root cause of SKYFALL
is a mismatch between the assumed and actual scope of
TSA-LI. The currently deployed mitigation focuses on ordi-
nary virtual-address-based accesses and privilege transitions.
However, our experiments show that physical-address-based
and CPU-internal paths can also introduce sensitive data into
L1D-reachable predictor state. This state can subsequently
alias with attacker-controlled virtual addresses, allowing
leakage across architectural boundaries.

The VERW-based mitigation is effective when executed,
but certain sensitive producer paths return without clearing
TSA-L1-relevant predictor state. Any instruction path that
brings sensitive physical or internal data into L1D-reachable
state without a subsequent predictor-state clear can therefore
become a leakage source.

8.4. Mitigations

We discuss potential mitigations against the TSA vari-
ants we find.

Disable way prediction. A direct mitigation would be to
disable L1D way prediction, or at least to prevent physical-
address-based and CPU-internal accesses from creating ptag
state that can be matched by attacker-controlled virtual
addresses. This would prevent sensitive data introduced

through privileged instruction paths from becoming reach-
able through TSA-L1. However, disabling way prediction
entirely carries a non-trivial performance cost, since the
predictor exists to reduce power consumption and bank
conflicts.

Domain tagging. A cleaner architectural fix would be to
introduce domain tagging in the way predictor, analogous
to ASID tagging in TLBs. Physical-address-based and CPU-
internal accesses would then populate a separate predictor
namespace that is unreachable by ordinary virtual-address
loads. This would make the aliasing condition required
by our attack architecturally impossible without disabling
prediction entirely. On the downside, this mitigation requires
hardware changes and more space in the hardware, as addi-
tional bits must be added.

Non-cacheable memory. A complementary approach is to
avoid placing sensitive internal data in L1D-reachable struc-
tures. Privileged instructions, firmware, and microcode could
instead operate on non-cacheable memory or on structures
that are not exposed to the L1D way predictor. This would
address TSA-LI1 specifically, but it would not eliminate other
transient channels, such as store queue leakage, through
which recently written values may remain transiently ac-
cessible.

Extend VERW based mitigation. AMD can extend exist-
ing VERW-based mitigation beyond explicit trust-boundary
transitions. Because VERW is effective wherever it executes,
it should also be issued before returning from privileged
instruction paths that may have touched sensitive physical-
addressed or CPU-internal data, including abort and error
paths. However, this approach requires AMD to correctly
identify every such path, which is precisely the kind of
incomplete coverage that enabled SKYFALL in the first
place.

9. Related Work

Transient execution attacks are broadly categorized into
those targeting the CPU’s branch prediction mechanisms,
such as Spectre-style attacks [8[], [9], and those exploiting
the memory subsystem, such as Meltdown and Microar-
chitectural Data Sampling (MDS) [1]], [2], [3]. Because
our work is situated in the memory domain, we focus our
discussion on the latter class of vulnerabilities.

The foundational Meltdown [/1]] attack exploited transient
data forwarding during memory access permission faults,
enabling unauthorized read access to privileged kernel mem-
ory. Subsequently, Foreshadow [14] (L1 Terminal Fault or
LITF) demonstrated that transient data forwarding also oc-
curs during page table terminal faults. By matching physical
address tags in the L1D cache even when a page table entry
is marked invalid, Foreshadow bypassed isolation bound-
aries in Intel SGX enclaves and cloud virtual machines. The
core exploitation paradigm of these attacks relies on trigger-
ing an invalid memory access, speculatively encoding the
resulting transient data into a secondary microarchitectural



state (such as a cache line), and extracting it using cache
side-channel analysis techniques like Flush+Reload.

This paradigm has since been extended to target mi-
croarchitectural buffers beyond the L1D cache. Specifically,
Microarchitectural Data Sampling (MDS) attacks exploit
transient leakage from internal queues: ZombieLoad and
RIDL target the Line Fill Buffer (MFBDS) [2], [3]], RIDL
targets the Load Buffer (MLBDS) [3]], Fallout targets the
Store Buffer (MSBDS) [4], and CrossTalk targets a special
staging buffer (SRBDS) [7]. Automated frameworks like
Transynther [34] have streamlined regression testing and the
discovery of these vulnerabilities, uncovering gaps in MDS
mitigations [35]. Most recently, Downfall [6] demonstrated
that vector register files can be leaked via gather instructions
(Gather Data Sampling, or GDS), while subsequent analysis
by Intel revealed that the integer register file is similarly
vulnerable to Register File Data Sampling (RFDS) [36].
Notably, all of these MDS attacks have targeted Intel CPUs.

Confidential CVMs. The latest AMD confidential com-
puting technology, SEV-SNP, has been targeted by many
attacks in the past. Google was the first to analyze the
security of SEV-SNP and uncovered severe flaws [37]].
Numerous ciphertext-based attacks have been used to break
confidentiality [38[], [39], [40], [41], [42], [43]]. These all
focus on breaking confidentiality without attacking integrity.
CacheWarp was the first integrity attack on SEV-SNP
by dropping modified cache lines [44]. Hecker and We-
See corrupt integrity by injecting interrupts into SEV-SNP
CVMs [45], [46]]. RMPocalypse uses incomplete protec-
tions during RMP initialization to hijack control over SEV-
SNP [47]. Fabricked corrupts the Infinity Fabric to redirect
Platform Security Processor (PSP) memory requests into
the void [48]. Mior builds a device-as-memory primitive
to redirect PSP memory reads to MMIO memory [49].
BreakFAST reroutes PSP memory requests into an adjacent
address space in the control fabric to gain privilege esca-
lation on said control fabric [50]. Staleus makes the PSP
non-memory coherent to cause a split view between the
PSP and x86 cores [51]]. Counter-SE Veillance uses PMCs to
observe CVM execution state [52]]. BadAML corrupts SEV-
SNP CVMs by using an attestation gap of CVM UEFIs [53].
Multiple attacks use physical DRAM attacks to break SEV-
SNP [54], [55], [56]. Stackwarp uses an unlocked MSR bit
to desynchronize the stack engine to corrupt guest state [57]].
On Intel, similar analyses have been undertaken to violate
security invariants. TDXdown and TDXploit circumvent
single-stepping mitigations on Intel TDX [58]], [59]]. TDXray
combines known side-channels to extract LLM prompts
from TDX CVMs [60]]. In contrast, SKYFALL is the first
attack exploiting an MDS-style vulnerability against CVMs.

10. Conclusion

In this paper, we revisited Transient Scheduler Attacks
(TSA) on AMD Zen processors and exposed limitations in
their existing mitigations. By reverse-engineering the un-
documented L1D way-predictor micro-tag (utag) hash func-
tions and leveraging Instruction Based Sampling (IBS), we

demonstrated that physical-address-based and CPU-internal
memory paths (such as those used by privileged virtual-
ization and microcode instructions) still populate predictor
state. This oversight enables our proposed attack, SKYFALL,
to bypass defenses (like VERW) and leak sensitive architec-
tural state. We demonstrated the impact of this vulnerabil-
ity by successfully leaking data from an AMD SEV-SNP
confidential virtual machine, extracting decrypted microcode
updates, and leaking SMM RAM. Ultimately, our findings
show that transient execution defenses must comprehen-
sively cover both physical and virtual memory access paths,
highlighting the need for better domain isolation in way-
predictor designs and verification of mitigations for future
processor architectures.
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Appendix A.
Finding the utag

We assume the ptag function is linear and thus consists
only of XORs. We model the ptag computation as an Fs-
linear mapping h : F$* — FZ, represented by a binary
transformation matrix H € F3"*%* such that putag(v) = Hv.
We first determine the active bits of the input by iden-
tifying which virtual address bits contribute to the image
of H. We use virtual addresses with a Hamming weight
of 1 and see if they collide with the null virtual address.
The experiment shows that the effective input domain is
restricted to bits [12,27] on Zen 3 and Zen 4 (n = 16),
and bits [12,31] on Zen 5 (n = 20). Because h is linear,
h(0) = 0; thus, any address vector v yielding a tag collision
with the zero vector lies in the kernel (null space) of the
transformation, satisfying Hv = 0. To avoid an exhaus-
tive exponential search over the 2" candidate inputs, we
optimize the search by evaluating vectors with a Hamming
weight of 2, setting v = e; ¢ e; for i,j € [12,27] or
i,j € [12,31]. A collision with the zero vector implies
h(e; ® e;) = 0 <= h(e;) = h(e;), identifying pairs
of columns in H that are identical. From this, we learn that
one bit of the utag is the result of XORing input bits ¢
and j of the virtual address. Testing all (g) pairs yields a
system of linearly independent kernel vectors over Fo from
which we reconstruct the linear combinations in H. Active
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bit positions that produce no 2-bit collisions correspond
to singleton coordinate projections. In other words, those
are address bits mapped directly to a tag bit without being
XORed with another bit.

Example. Consider a 2-bit utag function h: F§* — [F3
where the first bit is formed by XORing bits 15 and 31,
and the second bit is the standalone bit 32. We know that
bits 15,31 and 32 are the active bits that contribute to the

ptag.

pag(v) = [”15552“31} : 3)

which corresponds to the matrix multiplication:

V15
1 1 0
mv=s ) @
31
V32

When evaluating candidate 2-bit perturbations:

1) Detecting XOR’ed Pairs: Querying v = ej5Pes;
yields:

h(eis P esr) = {(1) g (1)} = [8} =0. (®)]

Since h(e1s © es1) = 0, this vector lies in ker(h),
proving h(eis5) = h(es;) and confirming that bits
15 and 31 combine via XOR into one of the two
tag bits. So our search script would show a collision
when bits 15 and 31 are set simultaneously.
2) Isolating Standalone Projections: Querying pairs
involving bit 32 (e.g., v = e15 P e3o) yields:
hieis ® esz) = {(1) g ﬂ = [ﬂ #0. (6)
Because no pairwise perturbation over the active
bits in F§* involving bit 32 produces a zero col-
lision, it is isolated as a standalone coordinate
projection mapping directly to the second tag bit.

Limitation With this method, we cannot order the output
coordinates. However, for our use case where we are only
interested in collisions, this limitation is irrelevant.
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Meta-Review
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Summary

The paper presents SKYFALL, a transient execution at-
tack on AMD Zen processors that exploits disclosed mi-
croarchitectural leakage in the physical address paths that
AMD’s VERW-based TSA mitigation fails to address. The
paper shows that SKYFALL can be used to (1) leak a con-
fidential VM’s private states, (2) extract microcode patches,
and (3) leak data sealed within the SMM memory.

Scientific Contributions

o 1. Independent Confirmation of Important Results
with Limited Prior Research.

e 5. Identifies an Impactful Vulnerability.

e 6. Provides a Valuable Step Forward in an Estab-
lished Field.

Reasons for Acceptance

1) The paper provides an independent confirmation
of important results with limited prior research.
The paper discloses new insights about the TSA
vulnerabilities through undocumented processor be-
haviors (L1D cache way prediction) and mitigation
mechanisms (VERW) on AMD processors.

2) The paper identifies an impactful vulnerability. The
paper introduces the SKYFALL attack against AMD
Zen processors, which achieves leakage of SEV-
SNP CVM states and SMM memory, as well as
recovery of a decrypted microcode patch.

3) The paper provides a valuable step forward in
an established field. The authors demonstrate that
TSA-based attacks remain feasible despite existing
countermeasures by exploiting the microarchitec-
tural leakages that they uncovered.

Noteworthy Concerns

1) The paper lacks a comprehensive discussion of
critical insights that lead to vulnerabilities and de-
fense strategies to mitigate the SKYFALL attack
beyond those about microcode updates. It also lacks
a concrete evaluation of the performance trade-offs

2)

3)

4)

of the mitigation. This context would help future
processor designs benefit from it to defend against
the relevant class of transient execution attacks.
The paper fails to rigorously connect transient for-
warding to the exploited PMC signals, which are
undocumented, and to how this addresses the lim-
itations of indirect cache-based exfiltration; these
are fundamentals that the attack depends on. This
context would strengthen the findings and validate
them on technical grounds.

The paper lacks an extended discussion of the
broader security consequences of the attack’s ca-
pabilities in leaking CVM memory at three fixed
offsets and AMD’s decrypted microcode patches.
This insight will strengthen the paper’s takeaways.
The paper overlooks key limitations and require-
ments needed for a realistic end-to-end attack
against CVMs: (1) core isolation without noise, (2)
the attacker’s ability to execute failing VMRUN and
PMC reads at high frequency, and (3) assumptions
of no CVM crashes/timeouts during the attack. This
context would make the argument for real-world
practicality more compelling.
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